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A High End Capacity in Digital Image 
Steganography: Empowering Security by Mottling 

through Morphing 
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Abstract— One of the many techniques to provide security during data communication is digital image steganography. Embedding 
capacity and distortion are the two main factors that play a vital role while hiding a message in an image. A balance has to be maintained 
between the two so that neither does affect the other. Proposed paper discusses the techniques which comprises of two phases that leads 
to formulation of very secure platform with high embedding capacity. First phase mottles the arbitrary image by morphing through two 
parameters – text or/and image to obtain the cover image which depends upon the features of the chosen image. Second phase embeds 
the text message of sufficient large length incorporating multi-keys and compound operators in the algorithm to cater robust security. A 
bunch of images having almost the same texture are transmitted over the network to make the extraction process further complex. Our 
experimental results prove the horizon touching embedding capacity with extra security layer. 

Index Terms— Distortion, Embedding capacity, Extraction, Morphing, Mottled-image, Multi-keys, Water-marking.   

——————————      —————————— 

1 INTRODUCTION                                                                     
ATA Security is one of the most important challenges 
being faced by all kinds of organizations. Many compa-
nies have explored that  how critical is the information to 

get success in their business or operations and very few have 
managed to adopt effective measures to make their infor-
mation secure, avoiding unauthorized access, preventing in-
trusions, stopping secret information disclosure, etc. Data 
storage in digital form has out-weighed the traditional ap-
proach because of its simplicity in the operations like storing, 
maintaining, updating, retrieving and very easy and cheap 
transmission. Since vice and virtue moves together and it is 
not an exception. We have to compromise with privacy and 
security. A lot of effort has been done and is continuous to 
protect our valuable data and from misuse by unethical per-
sons. Copyrights of our data can be enforced by watermarking 
[1], [2], [3]. Cryptography is another science of securing data 
by dismantling it using some algorithms and encryption-keys 
[4], [5] but it gives a clue to the intruders that something im-
portant is hidden and it gives a thinking reason on that way. 
Steganography is evolving as a robust method for securing 
data as it does not give a clue to suspect. It is an art and sci-
ence of hiding data in other innocuous medium [6], [7], [8]. 

1.1 Brief History and Applications 
Historically, it is not new to the present era and has been in 
use since a long time but in other form. Plan designed by Alice 
and Bob [9] to escape from the prison through communication  

 

which was keenly observed by the warden Wendy. They used 
innocuous object to accomplish communication without giv-
ing any reason to suspect. Similarly, Greek soldiers engraved 
their message on the wood and pasted it with wax to hide it 
[10]. In 5th century BC, a slave’s head was shaved to hide in-
formation and sent when his hair grew back [11], [12], [13]. Its 
application spectrum has spawned in many areas including 
confidential communication, secret data storage, protection of 
data from alteration, Medical Imaging System, biological 
traits, bank details, important defence information and many 
more [14], [15], [16], [17]. 

1.2 Related Terms 
It uses cover image which is the carrier of hidden message and 
should have ordinary and innocuous appearance so that it 
does not arouse any suspicion. Stego image is the cover image 
having the message concealed in it and used for extracting the 
message at the receiver end [18], [19], [20]. Stego key is a secret 
key that can be either single or composite, which is used to 
embed message in the cover image and extract message from 
the stego image. The key can be generated either by perform-
ing some calculations based on the texture and size of the cov-
er image or by a pseudo random number. Basic mechanism of 
steganography is shown in Fig. 1. Embedding domains refer to 
the characteristics of the cover image that will be used to hide 
the message in it. It can use the spatial domain techniques or 
transform domain techniques. Former is a case when pixels of 
the image are modified directly for embedding and in later 
case images are mathematically transformed before actually 
embedding the message [21]. It uses the medium like audio, 
video, text file and digital images to hide information in it in 
such a way that it looks likes natural. 
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Fig 1. General Skeleton of Steganography 
 

Remainder of the paper is organized as follows. In section 
2, we shall briefly discuss about the existing methods. Section 
3 describes the proposed method with analysis. Section 4 in-
cludes experimental results and comparisons with previous 
works. Finally, the conclusion, constraints and enhancement is 
presented in section 5. 

2 EXISTING METHODS 
Many algorithms have been developed in recent past to em-
bed data in the cover medium. Basic principle for hiding data 
in the image is to replace the bits of the pixel by the bits of the 
text message and most common is the LSB substitution and for 
more detail about the LSB methods, readers are referred to 
[22], [23], [24], [25]. LSB substitution methods works on the 
principle of replacing LSBs of the pixel selected either sequen-
tially or randomly. It can be illustrated by the following rela-
tion  

YiMiKXi =+*      (1) 
where Xi is the ith pixel of the cover image, K is the secret key 
to embed the message, Mi is the ith message bit and Yi is the ith 
pixel of the stego image containing the message bit [26], [27]. 

Optimal Pixel Adjustment Procedure (OPAP) proposed by 
Chi-Kwon Chan and L. M. Cheng [28] modify the embedded 
bits to improve the visibility of the stego image. Adjustments 
are done on the basis of the pixel differences between the cov-
er image and the stego image. Pixel Indicator Technique [29] is 
employed in the RGB images where two LSBs of one channel 
mark the existence of message in other two channels. Pixel 
Value Differencing [30] method emphasize the embedding in 
those areas of the image which are less susceptible to the hu-
man eyes. Since the difference between the pixels in smooth 
area is less than those of edge area so less distortion occurs in 
edge area and hence more bits can be embedded in this part.  

Arithmetic coding [31] can also be employed for data com-
pression prior to embedding to increase security and embed-
ding capacity. But it fails in case of embedding capacity as its 
basic principle is based on the difference between the lower 
bound and upper bound of each new symbol in the text mes-
sage. Initially, the probability of occurrence of each distinct 
symbol is calculated and its range is recorded. Upper bound 
and lower bound of the symbols are calculated by following 
formulas. 

symbol) new of ( UBCRLBUB ×+=    (2) 
symbol) new of ( LBCRLBLB ×+=    (3) 

LBUBCR −=       (4) 

where UB, LB and CR stands for upper bound, lower bound 
and current range respectively. Initially UB is set to 1 and LB 
is set to 0. As the length of the text message increases, both of 
its bounds converges to same value and hence cannot be ap-
plied.  In our previous paper “submitted for publication” [32], 
we embedded a message of very large length (almost equal to 
the number of pixels in the image) by compartmentalizing the 
pixels into its components by employing multi keys without 
compromising with security and distortion.Mahmud Hasan 
and et al. [33] devised a process which they named block pro-
cessing mechanism and in that they divided the complete cover 
image into non-overlapping blocks of dimension 4×4. They 
identified the Most Frequent Pixels (MFPs) and Second Most 
Frequent Pixels (SMFPs) of each block and deleted their occur-
rences. Then they encoded the secret message in these remain-
ing pixels. We will compare their results in section 4. Sanjay 
Bajpai and Kanak Saxena [34] incorporated Huffman coding 
algorithm in multi-key LSB substitution method to enhance 
both security and embedding capacity. Message length in-
creased to about 1.5 times the number of pixels in the image 
and this number varies to both sides depending upon the do-
main to which this message belongs. 

3 PROPOSED METHOD 

3.1 Outlook 
All the algorithms that are proposed so far like JSteg, Out-
guess [35], F5 [36], Singular Value Decomposition [37] which 
are known as transform domain techniques and spatial do-
main techniques which are discussed in the previous section, 
all focus only at point, that is, to embed the message in the 
image without causing any distortion. All these techniques 
manipulate the LSBs of the cover image. Number of LSBs gen-
erally varies from 1 to 3. Different regions of the image 
(smooth or edge etc.) and different pattern of pixels selected 
for embedding plays a vital role in stipulating the security and 
embedding capacity. 

3.2 Inception 
Embedding capacity of stated methods vary from a few char-
acters [31] to lakhs of characters [34]. The proposed approach 
is leaving this figure far behind. An arbitrary image is selected 
and mottled by masking all of its bits either by the bits of the 
text or by the bits of another image having different texture. 
This mottled image does not convey any specific meaning and 
has the look of modern art and is used as the cover image. All 
the bits of the cover image can be replaced by the bits of the 
secret message. Message length approximately equal to three 
times the number of pixels in the cover image can be used for 
hiding. This will lead to the generation of another image hav-
ing almost the same look as the cover image, a new modern 
art, called the stego image. Recipient is flooded with many 
such images in a bunch to make the process further complex. 
Recipient will be informed secretly later on by other means 
about the cover image, stego image and the keys. Both of these 
images will be used to extract the hidden message using the 
selected operation. General skeleton of the proposed process 
for embedding is shown in Fig. 2 and for extraction in Fig. 3.  
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Fig 2. Embedding in the Proposed Process 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Fig 3. Extraction in the Proposed Process 
 
3.3 Embedding Process 
We used bitwise operators to embed data in the cover image. 
Bits of the pixel components are masked by the bits of the se-
cret message using these operators. Experimental results re-
veal that it is impossible to extract the original message if bits 
are masked by either OR or AND operators. Message can be 
extracted if masking is done by either Exclusive OR (XOR) or 
Exclusive NOR (XNOR) operators. To increase the security and 
make the extraction process tough, we used both the (XOR 
and XNOR) operators for masking by varying the number of 
pixels. 

Let N be the total number of pixels in the cover image 
which are equal to width × height (dimensions of the image). 
M slots (S) of varying capacity K are constructed to accommo-
date N pixels. Si, 1 ≤ i ≤ M (M is the total number of slots) rep-
resent the ith slot of capacity Ki and Ki is the number of pixels 
in the slot Si which satisfies the relation: 

∑
=

=
M

i
iKN

1
      (5) 

Capacity of each slot Si is calculated by the formula: 
1−×= ii KCK       (6) 

where C is any constant (real number) such that 1 < C < 2. Ini-
tially K1 is set to a value between 500 and 1000. Number of 
slots M depends on the constant C and 

∑
−

=

−=
1

1

M

i
im KNK      (7) 

We applied XOR and XNOR operators alternatively on 
each successive slot to mask the bits of the cover image to in-
crease the robustness of the process. It will be almost impossi-
ble to guess that how many bits are masked by XOR operator 
and how many bits by XNOR since number of bits in each slot 
are constantly changing and governed by the constant C as 
mentioned in (6). 

3.4 Algorithm-1 (Embedding) 
1. Generate the mottled image from a selected image by 

morphing it. 
2. Calculate the number of pixels, N, of the cover image by 

multiplying its dimensions (width×height). 
3. Set the initial value for the capacity K1 in the range (500 – 

1000) and assign a value to the constant C such that 1 < C 
< 2 (such as 1.2, 1.45, 1.82 etc.). 

4. Generate Ki = C×Ki-1; (i = 2 to M-1) and assign Ki pixels to 
slot Si until Ki pixels are grabbed from the image and KM 
= remaining pixels of the image assigned to SM. 

5. Read 3×Ki characters from the file and mask bits of these 
characters into the bits of the pixels of slot Si (each pixel is 
fragmented into RGB components) by applying XOR and 
XNOR bitwise operators alternatively in the specified or-
der. 

3.5 Algorithm-2 (Extraction) 
1. Receive and decode the initial value of K, value of con-

stant C and order of operations. 
2. Decode the names of cover image and stego image. 
3. Frame the slots S(1) and S(2) of the cover image and stego 

image respectively and assign pixels to these slots by the 
equation (6). 

4. Perform XOR and XNOR operations on the bits of the slot 
S(1) and S(2) applying the order of operations alternatively 
and store the resultant bits into an temporary array T. 

5. Transform the bits of array T into string to obtain the orig-
inal message. 

4 EXPERIMENTAL RESULTS 
Our results show that a message of very large length (3 times 
the number of pixels) is embedded successfully in the image. 
We tested our results on 20 different images and extraction is 
also accomplished successfully in all the cases. We achieved a 
high order of security by employing many parameters at the 
time of embedding and transmission. We constructed a set of 
20 different images for transmission out of which there is only 
one pair of cover and stego images. To find out this pair, we 
have to check 20C2 combination which itself is a big deal and 
after this, internal parameters play a vital role and it is almost 
impossible to determine which of the bits are masked by 
which operator. Generally, a medium size image has 4 lakh to 
6 lakh pixels and each pixel is fragmented into its RGB com-
ponents. 

For testing purpose, we reduced the size of image whose 
dimension varies from 160×120 pixels to 230×170 pixels. We 
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embedded the message of length 57600 characters in one of the 
image whose dimension is 160×120 which is equal to 
160×120×3. Same pattern is adopted for images of other di-
mensions. Some of the images are shown for illustration which 
comprises of cover images, stego images and fake images. 
Task is to find a pair of cover and stego images to crack the 
code if internal parameters for embedding the messages are 
known. In real application, this number will be more and will 
increase the complexity. Images in Fig. 4 to Fig. 6 are the arbi-
trary selected images and images in Fig. 7 to Fig. 11 comprise 
the cover image, stego image and fake images. 

 
Result Images 

 
 
 
 
 
 
 
 
 

  
Fig 4. Scene-1   Fig 5. Scene-2 

 
 
 
 
 
 
 
 

  
Fig 6. Scene-3   Fig 7. Scene-4 

 
 

 
 
 
 
 
 

  
Fig 8. Scene-5   Fig 9. Scene-6 

 
 
 
 
 
 
 
 
 
 

  
Fig 10. Scene-7   Fig 11. Scene-8 
 

We compared the performance obtained by proposed algo-
rithm with the algorithms proposed by Mahmud Hasan et al. 
[33], our previous designed algorithms of [32] and [34] which 
clearly show that our results have been improved as shown in 
Table 1. Mahmud Hasan et al. [33] utilized only 32 bits out of 
128 bits after performing calculations in their block processing 
mechanism and embedded 7 bits of a character. On an average 
they used 3.50 pixels per character. In [32], we fragmented the 
pixel into RGB components and stored one character per pixel 
and in [34] that is embedding through Huffman coding, we could 
store 1.5 characters per pixel. This figure fluctuates to both 
sides depending upon the type of message as discussed in 
[34]. Our proposed algorithm is able to embed 3 characters per 
pixel enhancing both the security and embedding capacity. 

 
Table 1 

Comparative Performance Measurements 

 

Cover Image Number of Characters Embedded 

Size 
in KB 

Type Dimension 
in pixels 

Block Pro-
cessing 

Mechanism 

Multi-key Em-
bedding Algo-

rithm 

Embedding 
through Huffman 

Coding 

Proposed 
Method 

7 jpg 160×120 5485 19200 28800 57600 

15 jpg 180×135 6942 24300 36450 72900 

28 jpg 195×145 8078 28275 42412 84825 

41 jpg 230×170 11171 39100 58650 117300 

5 CONCLUSION 
We can say with commitment that we have improved security 
mechanisms and embedding capacity over the previous algo-
rithms which is clearly visible in Table-1. There are other ap-
proaches also proposed by many authors but because of very  

 
 
 
low embedding capacity something around one or two bits 
per pixel, we have not included in the comparison process. 

Here, we have to take care of that each bit (of all the pixels) 
of the selected image must be masked to get the cover image 
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in mottled form. A secret message of length approximately 
equal to three times the number of pixels in the image can be 
embedded in the cover image. We observed while obtaining 
the stego image that there is not much difference between the 
cover image and stego image and both look of the same pat-
tern. The embedding capacity can also be further enhanced by 
incorporating any suitable data compression technique. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Graph – Showing the Performance Measurement 
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